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You can avoid falling victim to a tax scam. Know what to watch out for and how the IRS contacts you.

Tax scam warning signs

Scammers mislead you about tax refunds, credits and payments. They pressure you for money,

personal, financial or employee information. IRS impersonators try to look like us.

Watch out for:

e Abig payday - If it sounds too good to be true, it probably is. Bad tax advice on social media could

urge you to falsify tax forms or credit claims.

Demands or threats - Impersonators want you to pay “now or else.” They threaten arrest or
deportation.

Website links - Odd or misspelled web links can take you to malicious sites instead of IRS.gowv.

Impersonators don’t let you question or appeal the amount of tax you owe. Know your taxpayer

rights.

Get help with identity theft

Notices and letters

How to know it’s the IRS

Here’s how to know it’s really us contacting you:

Appeals
e Email - We email you only with your permission.
Frequently asked e Mail - Typically, we contact you first by U.S. mail. Most IRS letters include a letter or number. To
questions verify it’s us, search for a letter or notice. Some letters might be from |RS-assigned private debt
o collection agencies.
Accessibility

Contact your local IRS
office

Contact an international
IRS office

Social media - You can follow us, but we never contact you about your taxes on social media.

Check with a trusted tax professional.

Text message - We only send you text messages with your permission.

Website - Our official web address is IRS.gowv.

Phone call - Typically, we mail you first. We might call about an audit or to verify information.

Fax - Sometimes we send a fax to verify employment or request reported income or withholdings.

e In-person visit - Generally, we notify you by mail before we visit your home or business.
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Other languages How to know it's an IRS official

Common tax scams

Be aware of the telltale signs of tax scams.

() Charity impersonators

(+) COVID-19 pandemic schemes

%) Credits and refunds misinformation
(+) Disaster fraud

(+) Dishonest tax preparers

(#) Email and text message impersonators
(+) Seniors targeted

(+) Social media bad tax advice and scams
(#) Tax debt settlement or relief services
% Unclaimed tax refund

) Unemployment claims identity theft
(#) Unexpected tax bill

(+) W-2 Form fraud

Related

If you were scammed

Report a tax scam or fraud

About Criminal Investigation

Choosing a tax professional

Dirty dozen tax scams
dentity Theft Central
Payments we accept

Report phishing

Page Last Reviewed or Updated: 03-Oct-2024 > Share | ‘ = Print

OUR AGENCY KNOW YOUR RIGHTS RESOLVE AN ISSUE LANGUAGES RELATED SITES

About IRS Taxpayer Bill of Rights IRS Notices and Letters Espanol U.S. Treasury (4"

Careers Taxpayer Advocate Service Identity Theft FA3Z (1BAN) Treasury Inspector General for
Tax Administration (5°

Operations and Budget Independent Office of Appeals ~ Tax scams P (ZE5R)

N USA.gov (£
Tax Statistics Civil Rights Tax Fraud ot= Of

USAspending.gov (4
Help FOIA Criminal Investigation Pycckum

, Vote.gov (4
Find a Local Office No FEAR Act Data (4 Whistleblower Office Tiéng Viét
Reliance on Guidance Kreyol ayisyen

English

Other Languages

fIXI®Lin] >

Privacy Policy \ Accessibility


https://www.facebook.com/IRS
https://www.facebook.com/IRS
https://www.twitter.com/IRSnews
https://www.twitter.com/IRSnews
https://www.instagram.com/irsnews
https://www.instagram.com/irsnews
https://www.linkedin.com/company/irs
https://www.linkedin.com/company/irs
https://www.youtube.com/user/irsvideos
https://www.youtube.com/user/irsvideos
https://www.irs.gov/
https://www.irs.gov/
https://www.irs.gov/
https://www.irs.gov/help/let-us-help-you
https://www.irs.gov/newsroom
https://www.irs.gov/charities-and-nonprofits
https://www.irs.gov/tax-professionals
https://www.irs.gov/node/58476
https://www.irs.gov/help/let-us-help-you
https://www.irs.gov/help/tax-scams
https://www.irs.gov/help/tax-scams/recognize-tax-scams-and-fraud
https://www.irs.gov/es/help/tax-scams/recognize-tax-scams-and-fraud
https://www.irs.gov/zh-hans/help/tax-scams/recognize-tax-scams-and-fraud
https://www.irs.gov/zh-hant/help/tax-scams/recognize-tax-scams-and-fraud
https://www.irs.gov/ko/help/tax-scams/recognize-tax-scams-and-fraud
https://www.irs.gov/ru/help/tax-scams/recognize-tax-scams-and-fraud
https://www.irs.gov/vi/help/tax-scams/recognize-tax-scams-and-fraud
https://www.irs.gov/ht/help/tax-scams/recognize-tax-scams-and-fraud
https://www.irs.gov/help/ita
https://www.irs.gov/help/tools
https://www.irs.gov/privacy-disclosure/report-phishing
https://www.irs.gov/help/tax-scams/recognize-tax-scams-and-fraud
https://www.irs.gov/help/tax-scams/if-you-were-scammed
https://www.irs.gov/help/tax-scams/report-a-tax-scam-or-fraud
https://www.irs.gov/identity-theft-central
https://www.irs.gov/help/tax-scams
https://www.irs.gov/individuals/understanding-your-irs-notice-or-letter
https://www.irs.gov/appeals
https://www.irs.gov/faqs
https://www.irs.gov/accessibility
https://www.irs.gov/help/contact-your-local-irs-office
https://www.irs.gov/help/contact-my-local-office-internationally
https://www.irs.gov/taxtopics
https://www.irs.gov/help/languages
https://www.irs.gov/taxpayer-bill-of-rights
https://www.irs.gov/taxpayer-bill-of-rights
https://www.irs.gov/individuals/understanding-your-irs-notice-or-letter
https://www.irs.gov/businesses/small-businesses-self-employed/private-debt-collection
https://www.irs.gov/businesses/small-businesses-self-employed/private-debt-collection
https://www.irs.gov/newsroom/irs-social-media
https://www.irs.gov/newsroom/how-to-know-if-its-really-the-irs
https://www.irs.gov/newsroom/how-to-know-it-is-an-irs-revenue-officer
https://www.irs.gov/help/tax-scams/if-you-were-scammed
https://www.irs.gov/help/tax-scams/report-a-tax-scam-or-fraud
https://www.irs.gov/compliance/criminal-investigation/about-criminal-investigation
https://www.irs.gov/tax-professionals/choosing-a-tax-professional
https://www.irs.gov/newsroom/dirty-dozen
https://www.irs.gov/identity-theft-central
https://www.irs.gov/payments
https://www.irs.gov/privacy-disclosure/report-phishing
https://www.irs.gov/about-irs
https://jobs.irs.gov/
https://www.irs.gov/statistics/soi-tax-stats-irs-operations-and-budget
https://www.irs.gov/statistics
https://www.irs.gov/help/let-us-help-you
https://www.irs.gov/help/contact-your-local-irs-office
https://www.irs.gov/taxpayer-bill-of-rights
https://www.irs.gov/taxpayer-advocate
https://www.irs.gov/appeals
https://www.irs.gov/about-irs/protecting-taxpayer-civil-rights
https://www.irs.gov/privacy-disclosure/irs-freedom-of-information
https://www.irs.gov/newsroom/general-overview-of-taxpayer-reliance-on-guidance-published-in-the-internal-revenue-bulletin-and-faqs
https://home.treasury.gov/footer/no-fear-act
https://www.irs.gov/individuals/understanding-your-irs-notice-or-letter
https://www.irs.gov/identity-theft-central
https://www.irs.gov/help/tax-scams
https://www.irs.gov/compliance/criminal-investigation/tax-fraud-alerts
https://www.irs.gov/compliance/criminal-investigation
https://www.irs.gov/compliance/whistleblower-office
https://www.irs.gov/es
https://www.irs.gov/zh-hans
https://www.irs.gov/zh-hant
https://www.irs.gov/ko
https://www.irs.gov/ru
https://www.irs.gov/vi
https://www.irs.gov/ht
https://www.irs.gov/
https://www.irs.gov/help/languages
https://www.treasury.gov/
https://www.treasury.gov/tigta/
https://www.usa.gov/
https://www.usaspending.gov/
https://vote.gov/
https://www.irs.gov/privacy-disclosure/irs-privacy-policy
https://www.irs.gov/accessibility
https://www.irs.gov/filing
https://www.irs.gov/payments
https://www.irs.gov/refunds
https://www.irs.gov/credits-and-deductions
https://www.irs.gov/forms-instructions

